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Abstract. Purpose – in this article, the authors propose a management model for Critical Infrastructure cybersecurity, 
further development of a model developed by Limba, Plėta, Agafonov, and Damkus (2017).

Research methodology – methodology consists of researching the best practices in cybersecurity management for Criti-
cal Infrastructures and evaluating the best element to be included. The article offers an overview of the model, including 
structure and objectives, and further analysis that focuses on pre-existing CI management frameworks.

Findings – main results show that, although previously published protocols and models contain valuable elements, there 
is still the need to implement a comprehensive model which can be applied to every type of CI.

Research limitations – research might have been limited due to the lack of a unitary approach to cybersecurity man-
agement for CI, meaning the lack of possibility of reference to a similar model and approach.

Practical implications – model which is presented in the article could offer a new approach to CI protection strategies 
and could be the beginning of a more structured approach towards their protection.

Originality/Value – model was created by the authors with references to past published protocols and models, which 
are present in the quotation in the text as well as the bibliography.
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Introduction

With the development of newer power systems in Critical Energy Infrastructures (CEI), there has been a shift in the 
management required to ensure cybersecurity in Industrial Control Systems (ICS). While initially, such systems were 
part of the Operational Technology (OT) environment, with digitalization a merge occurred between OT and Infor-
mation Technology (IT) environment (Drias et al., 2015; Das & Gunduz, 2019). The introduction of smart devices in 
different layers of production and communication within an organization brought great innovation, but also a higher 
risk for cyber-based attacks (Pandey & Misra, 2016). For this, it is needed the development of a new type of manage-
ment model which can be appliable to every type of CEI, which can ensure cybersecurity for such different systems. 
The article aims to develop a new type of management model which focuses on the cybersecurity of CIs and ensures 
full protection of all of the types of Cis. It is important to remember that there is not a possible “one solution fits all” 
model, as each company or organization possesses different types of infrastructures and technical aspects (Plėta et al., 
2020a; Technical Committee ISO/IEC JTC, 2013). The article will then employ a scientific analysis that takes from 
pre-existing frameworks regulating cybersecurity management, such as the COBIT 2019 model offered by the global 
association ISACA (ISACA, 2018). An additional model that is referenced is the Cybersecurity Management Model 
for Critical Infrastructures developed by Limba, Plėta, Agafonov, and Damkus (2017). The methodology that is used 
in the article comprehends two major parts: the analysis proposes a management model employed for the protection 
of Critical Energy Infrastructures, including their vulnerabilities in the case of cyber-attacks. 
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The second part of the analysis focuses instead on the development of an adequate management framework for 
the protection of renewables, which considers the development of a new set of criteria upon which it is possible to 
determine the level of vulnerability in the provision of renewable energy. The model itself is the further development 
of the model proposed by Limba et al. (2017), while in the second part interesting elements from pre-existing models 
will be taken into consideration as a potential part of the new model. The application of such a model is meant to 
be considered by governmental agencies or international organizations that want to develop an accurate list of dif-
ferent types of CI by the level of security: given that the model is supposed to be appliable to every type of Critical 
Infrastructure, and then in a second time integrated with more type-specific protocols, it could accurately depict the 
security within a CI by the same categories and hence having a more comprehensive vision of the effectiveness of 
cybersecurity strategies. The methodology implies an analysis of recognized best practices in the field of cybersecurity 
management techniques, and takes into account the most universal elements, which can be considered suitable to 
every type of CI, and then offers a new model which can be used to achieve a more prioritized evaluation of security 
within a state or a group of states. Throughout the research, a few problematic points were recognized as poignant 
for the development of the model, such as the fact that currently there is no account for a generalized set of norms or 
regulations for CI protection. The approach that was seen in various protocols differed as well in terms of manage-
ment concepts, of definitions of key elements such as cybersecurity, threat, and ultimately the various classification 
of vulnerability and level of risk. For this reason, it was complex to evaluate a middle way in the development of 
the model’s category.

The development of an effective cybersecurity model has been a challenge for many researchers in various 
countries, as it represents a crucial point at both domestic and crucial levels. It is important to note that already the 
European Commission has presented a CIP dissemination network, which allows the exchange and share of informa-
tion and best practices by public authorities, private sector representatives, and experts (European Commission, n.d.), 
following the practices of the United States in the Critical Infrastructure Threat Information Sharing Framework 
(Cybersecurity and Infrastructure Security Agency, 2013, 2016). The peculiarity of Critical Infrastructure protection is 
due to the complexity of its structure, which has been the consequence of the merging of IT and OT environments for 
Industrial Control Systems (Plėta et al., 2020a). The development of the Internet of Things (IoT) and the consequent 
dependency of ICS on the latter has raised the risks faced by CEI, with Operational Technology (OT) environments 
as the growth targets of attacks, such as water systems, energy plants, transportation, communication, critical manu-
facturing i.e. (DRAGOS, 2017).

1. Cyber Security Management for Critical Infrastructure

As mentioned in the introduction, this part of the article is dedicated to the proposal of the management model tar-
geting Critical Infrastructure protection, which is the continuation of the model developed by Limba et al. (2017). 
The description of the model is not performed in-depth, but instead offers a general overview of its core components 
and the relationship between categories, along with some elucidation of the classification choices and motivations. 
Other sources that have been considered in the redaction of this model are previous works of the authors, including 
the articles Cyber-attacks to critical energy infrastructure and management issues: overview of selected cases (Plėta 
et al., 2020a), Cyber security management of critical energy infrastructure in national cybersecurity strategies: cases 
of USA, UK, France, Estonia and Lithuania (Tvaronavičienė et al., 2020), and Cyber effect and security management 
aspects in critical energy infrastructures (Plėta et al., 2020b). In terms of the development of the concept of security 
and awareness within an enterprise, other articles that were useful for the research were Training in shaping employee 
information security awareness (Stefaniuk, 2020) and Organizational security culture in small enterprises: a case 
study (Gierszewski & Pieczywok, 2020). 

The concept of cybersecurity considered for this model follows the CIA Triad, which is comprised of three major 
objectives: confidentiality, meaning the protection of sensitive information from unauthorized access; integrity, mean-
ing the protection of data from unauthorized access, and finally availability, meaning that the systems’ mechanisms 
are available in emergencies (Forcepoint, 2020). Having this in mind, it is important as well to clear that the structure 
and core principles of the model will be appliable to every type of CEI to achieve cybersecurity, and considers the 
advancement of new technologies as an integral part of the model. However, the model as well considers the n-1 prin-
ciple for technology: although the model promotes the newer technology for ICT systems to rely on, it is considered 
better to rely not on the latest versions, but to have to rely on older generation technology for stability. Having clarified 
these aspects, the following part of the text will go into detail in describing the core principles of the proposed model. 

The model structure can be summarized in the following way:
As it is shown in Figure 1, the model consists of seven core categories appliable to every type of CEI, which are:

 – Resources Management: the first category of the model, and probably the most important, describes the skeleton 
of the system to whom the model is applied to. Agencies need to know all of the elements which are part of 
their physical system and to be aware of their vulnerabilities and weak links of their existing security systems 
(GEANT, 2019). This category should for this reason be one of the first to be considered in the implementation 
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of the model since it is particularly useful in the preparation of the rest of the categories, but it is also useful for 
the process of monitoring the modifications to the system. This category aims to determine the state of security 
of the system, by assessing the physical security of the infrastructure and considering the physical assets of 
the CI, by determining the modalities of access control used in the facility, and finally the classification of the 
vulnerabilities of the establishment.

 – Organizational Management: This category provides insights on the guidelines to be used in the direct response 
to cyber-attacks, which is of the utmost importance in emergencies. The focus on the category is mostly on the 
aftermath of the attack, namely the Disaster Recovery Planning, which comprehends the general instruction on 
how to behave in the various scenarios post-cyber-attack. Moreover, it offers a focus as well on Operational 
Security, which clarifies various techniques employable for the prevention and the response to cyber-attacks.

 – Technology Management is another important category for the model, as it determines the cybersecurity of 
software, telecommunications, and network. While the Organizational category treated the physical security 
of the infrastructure, in this case, the focus is on the quality of the IT environment employed, with the imple-
mentation of various cybersecurity techniques, which will be varying according to the type of software and 
infrastructure the model is applied to.

 – Cyber Culture Management category deals with the informational aspects of cybersecurity, as well as the “hu-
man” part of the system. It is the priority of this category to determine the safety of the employees as well as 
to raise awareness and training the staff to understand the basics of cybersecurity management.

 – Legal Management is without a doubt an interesting addition to the model, as it gives the possibility of incor-
porating a pre-existing framework to the model: since the latter is qualified to apply to every type of CI, such 
category is needed to add to each model more specific characteristics and recommendations.

 – Security Management: the aspects treated in this category are focused on cyber incident management, which 
means the guidelines to develop an effective management plan to be applicable in an emergency, and which 
covers every aspect of the event, from the preparation to the identification and handling, as well as the fol-
low-up. The category will as well offer more information on the planning for other non-cyber-related conse-
quences such as physical incidents and safety management.

 – Strategy Management deals mainly with the techniques employed by the model in general, such as the cal-
culations, as well as the detection of other present CEI that may be linked to the one to which the model is 
applied to.

2. Analysis of pre-existing management models of CEI protection

As it was mentioned before in the text, the thesis proposed by the article is to demonstrate the validity of the applica-
tion of a management model for CEI. The analysis which is conducted in the article will consider various pre-existent 
management models for cybersecurity and will evaluate their efficiency in protecting CEI, especially considering the 

Figure 1. Cyber security management model for critical infrastructures  
(source: made by the authors)
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implementation of newer techniques employed by such systems as big data analysis. The first framework that is taken 
into consideration for the analysis is the COBIT 2019, a framework developed for the governance and the management 
of IT, aimed at whole enterprises (ISACA, 2018). The further analysis considered as well the NERC Implementation 
Guidance for CIP-008-6 (North American Electric Reliability Corporation [NERC], 2019), which aims to determine 
the incident response plan to cyber-based attacks in enterprises, as well as classification and prevention of damage 
from the management point of view. Another important framework that was taken into consideration is the NIST 
Guidelines for Smart Grid Cybersecurity (National Institute of Standards and Technology [NIST], 2014, 2018), which 
serves as a national-level framework that can be applied to multiple sectors, and is a further evolution of Critical 
Infrastructure Protection (CIP). Another important management model that is taken into consideration is the Cyber 
Security Management Model for Critical Infrastructure developed by Limba et al. (2017), which is concerned with 
technological aspects used for CIP from cyber-based attacks and vulnerabilities. The analysis in the paper is presented 
in the following way: every mentioned document is presented with a short paragraph that considers the elements of 
such a framework that could be part of an adequate management model for CEIP. Rather than explaining extensively 
the contents of each document, the focus is on the parts that the authors considered to be necessary to develop such 
a framework. Particular attention is made concerning the solutions to vulnerabilities linked to the aforementioned 
advanced techniques in CEIP such as AI or ML. The final step of the analysis will be the development of an additional 
series of criteria that might be integrated into the aforementioned framework for CEIP.

3. Categories evaluation: responsibilities, processes, and third-party services

The main framework that was used in the analysis is the COBIT 2019, developed by ISACA as a framework that 
aims to develop and promote the process of understanding, designing, and implementing “enterprise governance of 
IT” (EGIT) (ISACA, 2018). The framework is periodically reviewed, as the one considered for this article is the one 
used in 2020, which was published in 2018. The framework offers an interesting take on the possible governance 
and management of IT aimed at enterprises, which can be applied in various branches of the latter. There are a few 
elements that are used by this framework that are particularly suitable for developing a management framework of 
CEI, although as mentioned before, this document offers a model that can manage various aspects of an enterprise 
(ISACA, 2018). It is important to mention that, at the beginning of the document, a differentiation is made between 
the concept of governance and management: the first is considered a responsibility of the board of directors, which 
then sets directions that are followed in management plans, which are considered responsibilities of the executive 
management under the CEO of the enterprise (ISACA, 2018). This offers valuable insight into the responsibilities 
within an enterprise and renders the response to emergencies much quicker. 

Furtherly, the COBIT Components of a Governance System represents a useful tool for the classification, prepa-
ration, and management of an enterprise’s core elements (ISACA, 2018). The criteria which are used to characterize 
the Governance System, according to COBIT, are seven: a) Processes, b) Organizational Structures, c) Services, 
Infrastructures, and Applications, d) Principles, Policies, Procedures, e) Culture, Ethics, and Behaviour and f) Infor-
mation (ISACA, 2018). The criteria which were found particularly useful for the purposed of the model are firstly  
a) Processes, which possess a rating system with whom are evaluated the capabilities level for each process: the range 
goes from 0, which represents the absence of any basic capability, to 5, which represents the full achievement of the 
process’ purpose (ISACA, 2018). This aspect was taken as a possible system of classification of the enterprise’s pre-
existing systems and elements, given that a complex classification usually is more adequate in case of emergencies, 
because an enterprise that knows all of its components knows as well all of its vulnerabilities. Another interesting 
category which was taken into consideration is b) Organizational Structures: the model offers a wide classification 
of various roles within the enterprise, not only by defining their role in the company but classifying them in a system 
that considers their different levels of responsibility (who drives the task?) and accountability (who accounts for the 
task’s success?) (ISACA, 2018). A culture of security can be seen as “behaviour and relations of individuals and 
employee teams, in courts and attitudes, in the way problems and conflicts are solved, work organization and human 
interaction” (Gierszewski & Pieczywok, 2020). As the aforementioned classification is considered as a way to im-
prove the security of an enterprise, the development of a system clarifying roles and responsibilities would improve 
the quickness of response as well in terms of identifying the vulnerable elements of the system in case of cyber-based 
attacks (Bhat et al., 2013). Another important element of the COBIT model is represented by the category d) Princi-
ples, Policies, Procedures: the model proposed by ISACA reserves an additional category, which consists of adding 
to any process the possibility to reference a particular process or additional framework as a third-party service, by 
integrating it to the existent model. This solution is a great approach to consider in developing an effective model, 
given that these additional protocols or frameworks can change and evolve with time, and consequently modernize 
the “base” framework. These elements offered by the COBIT framework are fit for the model concerning CEIP, hence 
they are taken into consideration for the final model.
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4. Classifications of cyber incidents 

Another important document that was considered for the analysis was the NERC Implementation Guidance for CIP-
008-6, published by the North American Electric Reliability Corporation in 2018 (NERC, 2019). The document is 
mainly used, as it is said in the title, for the North American electricity systems, aiming in particular to CIP. The 
document offers useful insights for CIP and possesses an approach that is based on the response of cyber-based in-
cidents or attacks in CI. An interesting element within the framework is the Classification of Cyber Incidents: as the 
classification of an enterprise’s elements is useful for preventing a cyber-attack, a system that evaluates an enterprise’s 
vulnerabilities can help in developing appropriate responses and solutions to various situations. The classification 
of cyber-incidents offered by the NERC system comprehends 6 levels, Baseline (0), Low (1), Medium (2), High (3), 
Severe (4), and Emergency (5), and is based on the attack’s consequences (NERC, 2019). Besides, such classification 
provides as well a reportability threshold, by which only incidents with a level superior or equal to 3 are reportable 
to the responsible authorities: this prevents an overcharge of aid requests within an enterprise. Moreover, the other 
interesting element which was found within the framework is the role of the E-ISAC/ NCCIC Reporting Coordinator, 
which is responsible for the coordination of regulatory reporting activities related to E-ISAC (Electricity Information 
Sharing and Analysis Center) and the NCCIC regulatory framework (NERC, 2019). The role of such authority within 
an enterprise is to determine the need to contact third-party services or international authorities in case of a severe 
cyber-attack and could be useful for the security of the enterprise. As it was reported in the article by Plėta et al. 
(2020a) on cybersecurity management aspects, the NERC framework relies on the NIST guidelines; the introduction 
of the classification of Cyber Incidents based on a risk-assessment method could be a valid technique to develop in 
a general model (Plėta et al., 2020a). 

5. Cryptography and digital certificates

The NIST Guidelines for Smart Grid Cybersecurity is a sector-specific management framework dedicated to North 
American Smart Grid systems, developed by the National Institute of Standards and Technology (NIST) in 2014 
(NIST, 2014). Although the model developed within the article is targeted to all types of CEI, this document provides 
an interesting take on key management techniques: smart grid systems possess more advanced technology in security 
systems, with the aforementioned implementation of big data analysis. Hence, the document offers a more up-to-date 
type of technology management solutions in terms of security requirements. The mentions in the document are a few 
and include the employment of symmetric ciphers for authentication and encryption, public-key cryptography, which 
needs to be supported by a hardware (cryptography co-processor) or in software (NIST, 2014). Additionally, the em-
ployment of public-key certificates, which are “bind user or device names to a public key through some third-party 
attestation mode” (NIST, 2014).

6. Cyber Security Management Model for Critical Infrastructure

The model developed throughout the article is the further development of the article by Limba et al. in 2017, the 
Cyber Security Management Model for Critical Infrastructure (Limba et al., 2017). The model was originally devel-
oped specifically for CIP from cyber/based attacks, in particular relating to the security of Industrial Control Systems 
(ICS). The interesting aspect offered by the model is that it offers an insight into the development of the ICS in terms 
of protection: although ICS were considered part of the Operational Technology (OT) security, further digitalization 
of industrial technology brought the merging of Informational Technology (IT) and OT systems for ICSs. An issue 
highlighted by the authors is that, given the merging of OT and IT technology, it is needed for ICS to develop a 
security model that considers both environments, including a supply management system that can sustain cyberse-
curity aspects (Limba et al., 2017). Moreover, the model proposed by Limba et al. (2017) is particularly focused on 
the technology management aspects of cybersecurity, which is mentioned in one of the six categories developed, 
technology management: the text describes the latter as the understanding and classification of each component of 
the enterprise, and the consequent vulnerabilities (Limba et al., 2017). Considering this element, there could be an 
evolution of the category in terms of the effectiveness of each technique used for technology management, including 
big data analysis: hence, it can be useful for the analysis.

7. Elements to take into consideration from pre-existing models

Given the previous overview of different preexisting management models for CEI, this part of the article will be 
dedicated to the proposal of a management model for cybersecurity that can be used for all types of CEI. The ulti-
mate aim of the model is to achieve an adequate level of cybersecurity. The aforementioned analysis provided useful 
insight on some elements which were integrated into the model made by the authors. The elements which are taken 
into consideration are:
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 – Processes, which can be described as the whole set of practices and activities which altogether achieve full 
cybersecurity. The general definition is taken from the one used in the COBIT 2019 protocol, which for each 
process appoints one or more activity (ISACA, 2018). The classification of such a process should include all 
the stages needed for the implementation of an adequate management strategy for implementing cybersecurity, 
covering the aspects of prevention, intervention, and recovery from a cyber-related threat. Moreover, to classify 
an enterprise’s assets, each process will be assigned a value, which will reflect the level of implementation: 
the range will go from 0 to 5, in which 0 represents the total lack of implementation and 5 represents the full 
achievement of the process’ purpose (ISACA, 2018). By using this solution, not only the development of a 
management strategy is easier, but it is immediately noticeable what are a system’s flaws and vulnerable points.

 – Roles and Responsibilities: as Stefaniuk (2020) puts it, “employees’ improper conduct or lack of action lead 
to the majority of information security incidents” (Stefaniuk, 2020). Hence, this element is highly useful for 
the organizational aspects of management since the purpose of the latter is to determine and classify the roles 
within an enterprise, including a short description of the role’s priorities. Moreover, this element will relate 
to the processes described in the previous paragraph, for the roles will each be given responsibility for one or 
more processes, to speed up the response in an emergency, and to determine the weak links of the systems in 
such situations. The development of such element should as well follow the directives offered by the COBIT 
2019 framework, although it would be useful to develop a specific role for reporting cyber incidents, active at 
all times, to whom the members of the organization could turn to in the time of need, much like the role of the 
E-ISAC/NCCIC Reporting coordination mentioned in the NERC framework (NERC, 2019).

 – Technology management covers the more technical aspects of management: given that the model targets various 
types of CEI, this element will be more specifically dedicated to the classification of the technical components 
used for the enterprise’s security, including the types of techniques. This also means that there will be a general 
classification of security technology techniques applicable to every CEI, and possibly the development of spe-
cific sections for CEI types. Moreover, the development of this element will as well have a focus on technical 
aspects and will offer a classification of the security techniques, which will be ranked in terms of effectiveness 
and innovation. In this way, a system will gain a higher mark if it possesses newer and effective security tech-
nology techniques, however still considering the aforementioned n-1 principle.

 – The Policy is one of the most innovative aspects of management modelling: as aforementioned, this model is 
appliable to every type of CEI, and for the model to be capable to do so, the more specific aspects of security 
management for every CEI are not mentioned right away. To resolve this issue and still propose an adequate 
and comprehensive model, there will be an additional category, which will include the implementation of other 
frameworks relative to the specific CEI to whom the model is applied to. Moreover, for each mentioned CEI 
there will be the possibility to integrate the model with countless other protocols, which could be substituted 
as newer versions are published, making the model suitable for long periods.

 – The last one is Vulnerabilities, which completes the organizational management aspects: along with processes 
and techniques employed within the enterprise, it is important as well to consider the possible weak points of 
the system by testing and classifying the vulnerabilities of the system. By doing this, not only it is easier to 
develop fast solutions preventively, but it is also a necessary step to not be caught unprepared in emergencies. 
The element could as well be improved by considering a ranking of vulnerabilities which is based on the con-
sequences of a potential cyber-attack could have to the weak points of the system. In this case, it would be the 
management’s job to determine the cases in which it is necessary to contact official authorities, hence speeding 
up the process of recovery in case of cyber-attack. 

Conclusions

The article proposed a cybersecurity management model applicable to every type of CEI, including the more recent 
RES. To reach a standardized implementation of such a model would mean easier communication between author-
ities and entities and would as well focus on the development of new protocols specific for each type of CEI. The 
major issue in researching and developing such a model was the need to accommodate each category in a suitable 
way for all types of CI, which was resolved by the development of the Legal Management section. The result of the 
implementation of the model is useful for both companies wanting to reach an adequate level of security over their 
information and also, from a national perspective, to assess a plausible list of national CI sorted in order of priority. 
The latter means that each CI would be evaluated in terms of how much of a threat would be their malfunctioning 
in case of attack: doing so, there will be a much clearer idea of where to direct most attention in an investment of 
security, and to recognize which are the weak links of a nation’s infrastructures. Moreover, such a process would 
highlight the interconnectivity of CI, prioritizing the infrastructure whose functioning benefits other CI. Overall, the 
model aims to raise awareness on the need for CIP, and how much is it necessary to face such a topic on a national 
level as well as on an enterprise level.
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